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Chapter 15 (Wireless LANs)

15-1 INTRODUCTION

Wireless communication is one of the fastest

growing technologies. The demand for connecting

devices without the use of cables is increasing
everywhere. Wireless LANs can be found on
college campuses, in office buildings, and in many
public areas. Before we discuss a specific protocol
related to wireless LANs, let us talk about the min
general.
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15.1 compare the architecture of wired and wireless LANs Medium:

In a wired LAN, we use wires to connect hosts.
We moved from multiple access to point-to-
point access through the generation of the
Ethernet.

In a wireless LAN, the medium is air.

The signal is generally broadcast (hosts are
sharing the same medium (multiple access).
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A wired isolated LAN is a set of hosts
connected via a link-layer switch (in the
recent generation of Ethernet).
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communicate freely with each other. (link-layer switch

A wireless isolated LAN is a set of hosts that

does not exist in wireless LANs.)
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15.2 Connection of a wired LAN and a wireless LAN to other networks :
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Wired LAN Infrastructure network

Wired Infrastruc

internet

A wired LAN can be connected to another ) )
. A wireless LAN may be connected to wired
network such as the Internet using a router. _ ) )
infrastructure network , wireless infrastructure
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*If we have a wired LAN in a building that is connected via a router or a modem to the Internet, all we need in
order to move from the wired environment to a wireless environment is to:

ALY A ) Al B (o JEEY) Ja (e 4nlind Lo S i 800 s sl 4 55 Sem e o e (8 ALl 0 A8 Ll (IS 1)

1- Change the network interface cards designed for wired environments to the ones designed for wireless
environments. Sl Gl faaaall colinll ) ALl calinll daaaal) 305N Agal ey i 5.3

2- Replace the link-layer switch with an access point. Jsea s dkii alia fll dauda ~lide Jasiul,

In this change, the link-layer addresses will change (because of changing NICs), but the network-layer

addresses (IP addresses) will remain the same. ¢rstie Jhiiw 81 (el it ) dla gl Adda o slie juaiin ¢ uatl) a8
o LS (l Gpglie) Al Al

15.3 Characteristics :

There are several characteristics of wireless LANs that ) LU dlaal) lSLEl pailiad (e pasl) Sllia
A Y ladgay ol ALl Adaal) l<oill e gulaii Y
D e Lelalas Sy S

either do not apply to wired LANs or the existence of

which is negligible and can be ignored. Example:

sl -1
1- Attenuation. U gdll -2
2- Interference. ol -3
3- Multipath Propagation. eladyl -4

4- Errors.
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15.3 Access Control :

Maybe the most important issue we need to discuss in a wireless LAN is access control—how a
wireless host can get access to the shared medium (air). The CSMA/CD algorithm does not
work in wireless LANs for three reasons:
&S o dluwg e Joax)l (SLwdl capnall oSy asS9 dSuwll ddzxall dSuill (9 Jowoglly pSxill
:Vhwi W aSlwMI dd=all oSl (9 Josi ¥ CSMA/CD dwoj,lg>,clogll (9
1.Wireless hosts do not have enough power to send and receive at the same time.
8oll Juss (8 Lalily JluyM @Blall oo aSs Lo pgrd) G oSl Guisinoll
2.The hidden station problem prevents collision detection.
plaboYl e @Sl o gios daxall elais| AlSuiw
3.The distance between stations can be great.
6,mS 0eSs ol Say wllazall Gy @8 Luall

Range of B Range of C

a. Stations B and C are not in each b. Stations B and C are hidden
other’s range. from cach other.

15-2 |1EEE 802.11 PROJECT

IEEE has defined the specifications for a el A8 Slial s [EEE s
wireless LAN, called IEEE 802.11, which s 802.11 IEEE (oouds 5L
covers the physical and data-link layers. It is Lf“‘“}j':uf*” L‘*_”_.‘\'"”L“\” “’}%f‘ GL“ -
sometimes called wireless Ethernet. In L “f\ w‘\u“’“ @M\Mh?"“\;u’\
some countries, including the United States, 'MI ¢ ] : ‘D,.\) 2“ \’S a
. - wireless J Jbaidl) gl sl 5 mllaas
th_e publlc. usgs the term WiFi (short for AL e 4,200 i ,eS (fidelity
wireless fidelity) as a synonym for wireless | ey s e 55 5
- : . : (sl ‘ 5B g
LAN. WiFi, however, is a wireless LAN that is WIFi illas U8 0o baslaicl 5 LSl
certified by the WiFi Alliance. )
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15.2.1 Architecture
The standard defines two kinds of services: the basic service set (BSS) and the extended
service set (ESS).

o Basic service sets (BSSs)
(BSS) A basic service set is made of stationary or mobile wireless stations and an optional

central base station, known as the access point (AP).
(AP) O 25 ay )izl 4,55 40 6228 dlaxog dlaiiall 9l dulll aSLwMIl claxall o duwlwl oloazll dcgoze wlls

Ad hoc BSS \ Infrastructure BSS

. BSS without an AP: it is a stand- ' A BSS with an AP: is sometimes
alone network called an ad hoc referred to as an infrastructure
architecture cannot send data BSS.

to other RSSs.

o Extended service set (ESS) is made up of two or more BSSs with Aps

S
erver or
gateway "

Distribution
system

|
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BSS BSS BSS

Stations within reach of one another can communicate without the use of an AP.
Communication between a station in a BSS and the outside BSS occurs via the AP.




"Ke

BY: SOMYAH

15.2.2 MAC Sublayer

IEEE 802.11 defines two MAC sublayers:

The distributed coordination function (DCF) and point coordination function (PCF). And
relationship between the two MAC sublayers, the LLC sublayer, and the physical layer.
(PCF ) 4dads (3puuiill 4dpks 5 (DCF) Bl Adila 5 o ) g5: e dge Al ladall (g0 05 802.11 () Dlmall 2285
Aplall Zaalall 5 ¢ LLC ey Ak 5 ¢ MAC Aae ) cilisall (e il G A8l

o MAC layers in IEEE 802.11 standard

A
Subl];;gl [EEE 802.1
Contention-free
Data-link . service Contention
layer service
Point coordination function (PCF)
MAC v

sublayer

Distributed coordination function (DCF)

,
A

Physical 802.11 | 802.11 | 802.11 | 802.11a | 802.11a | 802.11g
5 layer - | FHSS | DSSS | Infrared | DSSS | OFDM | DSSS
Source Destination )
\% @ \@ \@ Network Allocation Vector :When
i y v v a station sends an RTS frame, it
% includes the duration of time that
i SIFS { i .
[:_‘_"pﬁ:“— - _E it needs to occupy the channel.
DIFS; — Then create a timer called a

network allocation vector (NAV) .
SIFs eyl Bl et lgild RTS adasll

- Cu g g L) A5 lial) Jadil Lgaliag Al

Tnnc Tlmc Tlmc Tnmc (NAV)M\ Uabadl YK (R

NAV
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o Example of repetition interval:

Repetition interval
) Contention-free , , Contention
PIFS SIFS SIFS
<> <>
ACK + CF
B| [Poll poll |***lend R
SIFS Time Legend
<>
) ACK + B: Beacon frame
Polled ¢ data CF: Contention-free
. \e —>
station \/ Time | AP: Access point
\% NAV: No carrier sensing
Others \./ NAV
*-
~ Time

Point Coordination Function (PCF): is an optional access method that can be implemented on
top of the DCF in an infrastructure network. It is used mostly for time-sensitive transmission. It
has a centralized, contention-free polling access method.

9 iy duy aSu 9 DCF uls:l e Bies Sow dap)lisl oo da, )b & (PCF): dlasill  guuwis daylog
89> JSuin w9g)l Jaid Il 9 aolaziwl i
o Frame format
2bytes 2 bytes 6 bytes & bytes G bytes  2bytes O byles 010 2312 bytes 4 bytes

FC D | Address 1 | Address 2 | Address 3| SC | Address 4 Frame body

k

Protocol To |From|More Pwr |More
version Type Subtype DS | DS | frag Retry otliaat WEP | Rsvd
2 bits 2 bits 4 bits Ibit Ibit 1bit Ibit Ibit Ibit 1bit I bit

- FC: defines the type of frame and some control information.-Ssill Sl glas (e s ¥l & 5 sy
- D: defines the duration of the transmission that is used to set the value of NAV.

NAVAE (il deddiuwel Jla yY) 800 2as
- Addresses: four address fields, each 6 bytes long.
- Sequence control (SC): 16-bit value. The first four bits define the fragment number; the

last 12 bits define the sequence number, which is the same in all fragments

- Frame body: contains information based on type and subtype defined in FC field.
- FCS: contains a CRC-32 error-detection sequence.




Ne

BY: SOMYAH
o Control frames:

2 bytes 2 bytes 6 bytes 6 bytes 4 bytes
FC D Address 1 | Address 2
RTS
2 bytes 2 bytes 6 bytes 4 bytes
180 D Address 1
CTS or ACK

A wireless LAN defined by IEEE 802.11 has three categories of frames:

Data Frames: Data frames are used for carrying data and control information.

Management Frames: used for the initial communication between stations and access points.
Control Frames: used for accessing the channel and acknowledging frames.

For control frames the value of the type field is 01; the values of the subtype fields

Subtype Meaning
1011 Request to send (RTS)
1100 Clear to send (CTS)
1101 Acknowledgment (ACK)
2byles 2 byles 6 byles 6 bytes Gbyles  2byies 6 bvies 110 2312 byles 4 byles
FC D | Address | | Address 2 | Address 3 | SC | Address 4 Frame body
Noson | Type Subtype S | Do |fan [Rety | mut | data | WEP |Rsvd
2 bits 2 bits 4 bits I bit I bit 1bit 1bit Ibit 1bit 1bit 1 bi

Address 1: always the address of the next device that the frame will visit.

Address 2: always the address of the previous device that the frame has left.
Address 3:

a. The address of the final destination station if it is not defined by address 1

O sinl) 8 g 35 3 o 13) Al g g Al ) sic
b. The original source station if it is not defined by address 2.
O sind) 8 Ly a3 oy ol 13) Alal) jaaall dlass
Address 4: The original source when the distribution system is also wireless.

To From Address Address Address Address
DS DS 1 2 3 4
0 0 Destination Source BSSID N/A
0 1 Destination Sending AP Source N/A
O . 1 0 Receiving AP Source Destination N/A
1 1 Receiving AP Sending AP Destination Source
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c. Case 3 d. Case 4

o Exposed station problem
B A C D
i_ J‘ _E Ccansendto D

because this area is
free, but C erroneously
refrains from sending
because of received RTS.

If'C sends, the i
collision wouldbe ¥ v
in this area

LAaliad) ‘cé\jl\g;j‘uj;.um EUEE\M\QQWMM\ chﬁ‘;
(S 1 D Al ) Ll Y i) any e € Al (5 sind s B, Aaaall ) o A S0 Alaaall i

15.2.4 Physical Layer:

v A

All implementations, except the infrared, operate in the industrial, scientific, and medical
2nil) Sllee asea Jand 5(ISM) band, which defines three unlicensed bands in the three ranges
&t Aad e e B A 23ny (NI (ISM) (bl 5 oalall 5 olivall BUaill 3 col jeall i A2 531 cliiiuly

902-928 MHz, 2.400-4.835 GHz, and: 5.725-5.850 GHz<2Al) clitall

IEEE Technique Band Modulation Rate (Mbps)
802.11 FHSS 2.400-4.835 GHz FSK land 2
DSSS 2.400-4.835 GHz PSK land 2
None Infrared PPM I and 2
802.11a OFDM 5.725-5.850 GHz PSK or QAM 610 54
802.11b DSSS 2.400—4.835 GHz PSK 5.5and 11
802.11g OFDM 2.400-4.835 GHz Different 22 and 54
802.11n OFDM 5.725-5.850 GHz Different 600
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o Physical layers of IEEE 802.11.

Frequency-hopping spread

1 or 2 Mbps i Modulator !
Digial | _|2-Levelorddevel |1 M2 | spectrum (FHSS) method:
data . FSK . \nalog
L : signal
i Pseudorandom Frequency E
! sequence synthetizer :
E I Foalune 4,835-2.400 padiew
MMM - Le 3 8Li 79 ) 4 il i
IEEE 802.11 DSSS uses the
direct—sequence spread
1 or 2 Mbps E o i v t DSSS th d
o oV [ qpog | s | SPECETUM ( ) method:
ata |
Jios e 4,.835-2.400 (Uaill aadig
IEEE 802.11 infrared:
1 or 2 Mbps i Encoder Modulator i
Digital i 410 16 or ,| Pulse position \ _ Analog

data [ 2t04 modulation ! signal

a3 Aa i) o g ol peall Ciat 22 dY) aadiy
. 950 ) 800 (Uas PLRABPEN]
(PPM) dsail) a8 0 JuSihy 4088 e

IEEE 802.11b DSSS:
: 55 Mops: 2bits | ek |
1 ISIE/I(I:LS : M 60 [ Modulator 11-MHz
| o [t
o Al e bl HLisyl Cayda oy

(HRDSSS)
-2.400 ISM GUaill 8 3 L3y a5l 44,
Falae 4.8

_________________________________________________________
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15-3 BLUETOOTH
e Bluetooth is a wireless LAN technology dasas ASLLY L AN 45 & Sisish e

designed to connect devices of different Lozie 4alise Caills 5y 3 3eay) Joa 5l

functions when they are at a short distance Lgany (e B_yual Ailia e (5SS

from each other. oaxdl
e A Bluetooth LAN is an ad hoc network. AaiaiadSud 4 LAN QisishdSit o
e The devices, sometimes called gadgets, find each > wol i s Lbal getis G 3e2d) o

other and make a network called a piconet. e A8 05855 (Ol Leans

. pinconet
15.3.1 Architecture:
Bluetooth defines two types of networks: piconet and scatternet.
Piconet
:i)IcB.IeE""""""'"'"-'—'-'—'—'—'-'—' ——————— Fioona

Secondary  Secondary Secondaly

ey

A piconet can have up to eight stations, one
of which is called the primary; the rest are
called secondaries. All the secondary stations
synchronize their clocks and hopping
sequence with the primary. piconet can have
only one primary station. The communication
between the primary and secondary stations
can be one-to-one or one-to-many.
(ldase Sl A deay L 058 of oS piconet
o Sl U ey (AL 5 400NN e Lgie Baal
e ol Judidi g Lgale b 4 Ul lasall ases (el 39

Ay dla Ll
Jadd 3aa) 5 At ) dase o 5S) o (Sa piconet
Ll 5 Al Grthaacall G Juai¥) oy sSy o (S s

one—to—one or one-to-many.
(only eight stations can be active in a piconet)
piconet (& idadi (4S5 o Sy Dillasa 4yl Ladé

Piconets can be combined to form what is called a
scatternet. A secondary station in one piconet can
be the primary in another piconet.

This station can receive messages from the
primary in the first piconet (as a secondary) and,
acting as a primary, deliver them to secondaries in
the second piconet.

0585 Ol (Kay scatternet e e (5585 4 sans piconets
Al ol piconet 2 s piconet 8 4 s ddass
JsY) piconet & b e Jily (A5 G (Kay Uasall 028
@La ‘_g ‘;1\}: ) el ¢l Lliay Jaall ‘(L_.g}'ﬂ_"d\ LaS)
piconet.
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15.3.2 Bluetooth Layers:

Bluetooth uses several layers that do not exactly match those of the Internet model we have
defined in this book.

The Logical Link Control and Adaptation Protocol
(L2CAP): is roughly equivalent to the LLC sublayer in

Profiles LANSs. It is used for data exchange on an ACL link; The
S % baseband layer is roughly equivalent to the MAC
é | sublayer in LANs. The access method is TDMA.
L2CAP layer
Baseband layer L—“)ﬂ d-ﬁL‘-’, (LZCAP) g_q_\S_ﬁ\) :d“’}ﬂ gsﬁla-“” ?SA:'M d}S}:’))J
Jalal dcladind 2y Agdaall AN & LLC e Lall daall
Radio layer . T ; - .

Adad) SIS 8 MAC due il 2auk)

L2CAP data packet format
2 bytes 2 bytes 0 to 65,535 bytes

T S

The 16-bit length field defines the size of the data, in bytes, coming from the upper layers.
Data can be up to 65,535 bytes. The channel ID (CID) defines a unique identifier for the virtual
channel created at this level The L2CAP has specific duties:
<l 535665 () libadl Juai o S Wl cliadall (e edl@ll eculd) lan g 8 il aas S 16 Jsh i dasy
s23a0 Glial 5 L2CAP s simsall 18 Ao L 5Las) 5 gﬁ\ a yalal) slusll |y ;3 8 yza (CID) slial) (& yea 8 2o
e Multiplexing: At the sender site, it accepts data from one of the upper-layer protocols, frames them, and

delivers them to the baseband layer. At the receiver site, it accepts a frame from the baseband layer, extracts
the data, and delivers them to the appropriate protocol layer.
b1 Fail) R Y Ll g el sy g elaball Aaall Y S 555 50 anl (o il i s sl a8 0l Y1 2003
Rpniall 58 535l A ) Loy 5 el o 5y 3 ¢ pmaasdl) (3Ll ke (| U oLl 138 Qi (innall B 5 5,
e Segmentation and Reassembly: The maximum size of the payload field in the baseband layer is 343 bytes
(including 4 bytes to define the packet and packet length) Therefore, the size of the packet that can arrive from

an upper layer can only be 339 bytes. If application layers send a data packet up to 65,535 bytes (an Internet
packet, for example).

Jsb Cay el iy 4 @l 8 L)y 343 ) Glaill Al 8 4 ganl) Jind aB) anall dly taaenill Bale) 5 aedl]
Gl bl 13 i s 339 (5 o S el Akl (e Jual o oS A Al paa 8 llil g (Jshall 5 4a 0
(Ul Japee e e 53] a ja) iy 650535 ) et iy a3 5 Gl
e QoS: allows the stations to define a quality-of-service level (defaults is: best-effort service).
(2> Jadl daa [ Aal i8] audll) Aeddll 335 (5 g BaaTy Gldasall e 1 deddl) 3252
e Group Management: allow devices to create a type of logical addressing between themselves. (similar to
multicasting). For example, two or three secondary devices can be part of a multicast group to receive data from
the primary.
OF SRar JEall s e (aaxiall Call i 2 o) L Lo abaiall (pglinll (o 58 oLl 3 a0l land) tde ganall 314
Al il e bl G saeidl Cull e gana (e le a3 6 8 ead A S o) Jlea o S
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o Single-secondary communication

TDMA Bluetooth uses a form of TDMA that is called
TDD-TDMA (time-division duplex TDMA):kind of half-

Time  duplex communication. The sender and receiver send

|
|
|
;
i and receive data, but not at the same time (half-
|
|
|
|
|
|
|

duplex);
Ho Ho
Secondary |D- P !I- P - > el OYLa e ¢ 5 half-duplex . zs2 5«0 TDMA La aadiey
me
potoon 2 o (8 Ol OS5 e llall O sl 5 () shas g (ALl g s yall A g2 Sl
<l
o Multiple-secondary communication
Multiple-Secondary Communication There is more than

one secondary in the piconet. Again, the primary uses primary_i]-““’i iT-Hopi
the even-numbered slots, but a secondary sends in the i 3 | | {  Time

next odd-numbered slot if the packet in the previous | i | | !
slot was addressed to it. All secondaries listen on even- Secondary 1 . !_r-HoDE _

numbered slots, but only one secondary sends in any | i i i i

odd-numbered slot. | | .

, \ | 1 : ' Hop |
Jaxinsi «s 215305 . Piconet & aals Ga ST cllia sasaiall cilasy)  Seeonden A S R, !TT pi Time

daidl) 8450 Ju i (S0 ddan s 3 Y Qi aal 58l A3 5V Jaal o6l
Leall Aga 5o (Bolad) Jualal) 8 Ga jadl cuilS 13 (ga jall 8 5 el )

o Frame format types:

72 bits 54 bits 0 to N bits
Access code | Header Payload
A Il\. = :4“ "‘ur I"“I“t ﬁ'H.Illt‘
Address| Twype |[F|A|S HEC I N = 1490 for 3-clot frame
3 hits 4 hits 111 % hits N=2740 for S-slot frame

This 18-bit part is repeated 3 times.




